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Plaintiff Facebook, Inc. (“Facebook”) alleges the following:  

INTRODUCTION 

1. Beginning no later than September 2019 and continuing until at least September 2020, 

Defendants BrandTotal Ltd. (“BrandTotal”) and Unimania, Inc. (Unimania”) developed and 

distributed internet browser extensions (“malicious extensions”) designed to improperly collect data 

from Twitter, YouTube, LinkedIn, Amazon, Facebook, and Instagram.  Defendants distributed the 

malicious extensions on the Google Chrome Store.  Anyone who installed one of Defendants’ 

malicious extensions essentially self-compromised their browsers to run automated programs designed 

to collect data about its user from specific websites.  As to Facebook and Instagram, when a user 

visited those sites with a self-compromised browser, Defendants used the malicious extensions to 

connect to Facebook computers and collect or “scrape” user profile information (including name, user 

ID, gender, date of birth, relationship status, and location information), advertisements and advertising 

metrics (including name of the advertiser, image and text of the advertisement, and user interaction 

and reaction metrics), and user Ad Preferences (user advertisement interest information).  Defendants 

used the data collected by the malicious extensions to sell “marketing intelligence,” and other services 

through the website brandtotal.com.  Defendants’ conduct was not authorized by Facebook.   

2. Facebook brings this action to stop Defendants’ violations of Facebook’s and 

Instagram’s Terms and Policies.  Facebook also brings this action to obtain damages and disgorgement 

for breach of contract and unjust enrichment. 

PARTIES 

3. Plaintiff Facebook is a Delaware corporation with its principal place of business in 

Menlo Park, San Mateo County, California.  Instagram is a subsidiary and product of Facebook.   

4. Defendant BrandTotal Ltd. was incorporated in Israel on November 20, 2016, and on 

information and belief, is headquartered in Israel.  Ex. 1.  BrandTotal Ltd. has a subsidiary named 

BrandTotal Inc. that was incorporated in Delaware on November 13, 2017, has an office in New York, 

New York, and sells BrandTotal’s services in the U.S.  Exs. 2 – 4.  BrandTotal operates the website 

brandtotal.com, where it sells marketing intelligence through its software-as-a-service platform.  Ex. 

5.  BrandTotal controls the malicious extension named “UpVoice” that was used to scrape data from 
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social media services.  BrandTotal distributed the malicious extension on the Chrome Web Store under 

the developer name “UpVoice.”  Ex. 6.  Despite its scraping practices, BrandTotal received 

approximately $8 million in venture capital funding between 2017 and 2018.  Ex. 7.   

5.  Defendant Unimania, Inc. (“Unimania”) was incorporated in the State of Delaware on 

November 27, 2017.  Ex. 8.  Unimania developed and distributed the malicious extension named “Ads 

Feed” on the Chrome Web Store.  Ex. 9.   Unimania’s website, unimania.xyz, consists of only a landing 

page.  Ex. 10.  In May 2018, AdGuard Research reported that Unimania browser extensions for 

Chrome were designed to scrape data from Facebook.  See https://adguard.com/en/blog/unimania-

spyware-campaign.html.  Those extensions were removed from the Google Chrome Store in 2018.       

6. Defendants shared common employees and agents.  For example, BrandTotal’s Chief 

Product Officer and General Manager (Ex. 5), created Facebook accounts in the name of Unimania 

and the Ads Feed extension.  BrandTotal’s Chief Technology Officer and co-founder (Ex. 5) also 

administered Unimania accounts on Facebook. 

JURISDICTION AND VENUE 

7. This Court has subject matter jurisdiction pursuant to California Code of Civil 

Procedure § 410.10.  The amount in controversy exceeds the jurisdictional minimum of this Court, 

and the total amount of damages sought exceeds $25,000, exclusive of interest and costs.  Defendants’ 

unlawful conduct and breaches have interfered with Facebook’s business and operation of its service. 

8. Defendants had multiple Facebook accounts and thereby agreed to Facebook’s Terms 

of Service and Commercial Terms.  The Court has personal jurisdiction over Defendants because 

Facebook’s Commercial Terms contain a forum selection clause that requires this complaint be 

resolved in a state court located in San Mateo County, and that Defendants submit to the personal 

jurisdiction of this Court.   

9. Defendants also agreed to the Instagram Terms of Use.  The Instagram Terms of Use 

contain a forum selection clause that requires this complaint be resolved by this Court, and that 

Defendants submit to the personal jurisdiction of this Court. 

10. Additionally, the Court has personal jurisdiction over Defendants because they 

knowingly directed and targeted their conduct at California and at Facebook, which has its principal 
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place of business in California.  Defendants also transacted business and engaged in commerce in 

California by, among other things, distributing malicious extensions to California-based Facebook and 

Instagram users and using California-based services during their data harvesting scheme. 

11. By agreeing to the forum selection clause in the Facebook Terms of Service and 

Instagram Terms of Use, Defendants agreed that this Court is the proper venue for this matter.  

Additionally, venue is proper in this Court pursuant to California Code of Civil Procedure § 395.5 

because a substantial part of the events giving rise to the claims alleged in this complaint occurred in 

San Mateo County. 

FACTUAL ALLEGATIONS 

A. Background on Facebook and Instagram 

12. Facebook is a social networking website and mobile application that enables its users 

to create their own personal profiles and connect with each other on their personal computers and 

mobile devices.  As of August 2020, Facebook daily active users averaged 1.79 billion and monthly 

active users averaged 2.7 billion.  Facebook has several products, including Instagram.  Facebook 

owns and operates the Instagram service, platform, and computers. 

13. Instagram is a photo and video sharing service, mobile application, and social network.  

Instagram users can post photos and videos to their profiles.  They can also view and comment on 

posts shared by others on Instagram. 

14. To create a Facebook or Instagram account, Facebook requires users to register with a 

unique username and password.  Registered users can create user profiles and include information 

about themselves, including email address, phone numbers, date of birth, and gender. 

15. Anyone with a Facebook or Instagram account can create and place ads on Facebook 

and Instagram.  Every week, users and businesses create millions of ads through Facebook’s ad 

platform, which provides advertisers with many options for reaching audiences.  

B. Facebook’s Ad Library 

16. The Facebook Ad Library (available at https://www.facebook.com/ads/library) allows 

anyone to search and view ads published on Facebook or Instagram.  It was first created as the Political 

Ad Archive in May 2018.  The current version was made public in March 2019 and expanded the 
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scope of the library to include all active ads running in all countries and inactive ads if the ad is about 

social issues, elections or politics.  Ads from the latter category will be in the library for up to 7 years.  

Only ads that have been viewed by a Facebook or Instagram user will appear in the library. 

17. The Ad Library displays information about the Facebook Page responsible for running 

the ads. The “page transparency” section in the library displays the creation date of the Page, Page 

name changes, mergers with other Pages, and total spent by the Page on social issues, elections or 

politics. 

18. The library is also searchable.  Ads can be searched using a key word and results display 

the text and image used in the ad.  Results can further be filtered by geographic region, platform, 

number of users that viewed the ad, and views on a particular day.  

19. The library does not contain information about the specific users who viewed an ad or 

a user’s reaction or interactions with an ad.  Therefore, a user’s name, ID, date of birth, gender, 

relationship status, location information, and Ad Preferences are not available in the Ad Library.  

Similarly, the number of comments, likes, user shares, and other user interaction or reactions are not 

publicly available in the Ad Library. 

C. Facebook and Instagram Terms and Policies 

20. All Facebook users must agree to Facebook’s Terms of Service (available at 

https://www.facebook.com/terms.php) and other rules that govern access to and use of Facebook, 

which may also include the Facebook Commercial Terms1 (collectively, “Facebook Terms and 

Policies”).   

21. Everyone who uses Instagram agrees to Instagram’s Terms of Use and to other rules 

that govern access to and use of Instagram, including Instagram’s Community Guidelines and Platform 

Policy (collectively, “Instagram Terms and Policies”).   

22. Instagram’s Terms of Use and Section 3.2.1 of the Facebook Terms of Service prohibits 

users from “do[ing] . . . anything unlawful, misleading, [ ] or fraudulent” or facilitate or support others 

in doing so. 

                                           
1 Facebook Commercial Terms apply to access and use of Facebook and Facebook Products for any 

business or commercial purpose.    
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23. Section 3.2.2 of the Facebook Terms of Service prohibits users from “do[ing] anything 

that could . . . impair the proper working or appearance of [Facebook] Products.” 

24. Instagram’s Terms of Use also prohibit users from “do[ing] anything to interfere with 

or impair the intended operation of the [Instagram] Service.” 

25. Section 3.2.3 of the Facebook Terms of Service prohibits “access[ing] or collect[ing] 

data from [Facebook] Products using automated means (without our permission) or attempt[ing] to 

access data you don’t have permission to access.”  

26. The Instagram Terms of Use also prohibit (a) “access[ing] or collect[ing] in 

unauthorized ways . . .  [including] collecting information in an automated way without our express 

permission;” and (b) “violat[ing] someone else’s rights, including intellectual property rights.” 

D. Background on Scraping 

27. “Web scraping” refers to the process of extracting data from a website interface by 

using unauthorized automated means, such as specialized tools and software.  Websites, including the 

official Facebook site, are designed for human end-users and not for automated use, and employ anti-

scraping measures to prevent and detect web scraping.   

28. Automation tools and software are necessary for scraping.  Facebook employs a 

number of measures to detect and disrupt unauthorized automated requests on its systems, including 

monitoring use patterns that are inconsistent with a human user, CAPTCHA, and disabling of accounts 

engaged in automated activity.   

29. When scrapers extract the desired data, they often restructure and format it, and save 

and store it for further use, such as lead generation and pricing competition and ads optimization. 

E. Background on Internet Browser Extensions 

30. Internet browsers, such as Google Chrome, Opera, and Firefox, are used to access the 

internet.  Internet browsers follow instructions from websites, in computer code, to render and display 

a website’s content for users to see.  Website content is largely delivered in HTML code.  Internet 

browsers are designed to render the HTML code and display it in images and text for the user’s screen.  
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31. Internet browser extensions are software components that alter a browser’s 

functionality.  Browser extensions can be installed to enhance user experience and the functionality of 

the browser.  For example, a browser extension can block pop-up ads.  

32. Browser extensions can also be used in illicit ways.  Browser extensions can be coded 

to access the full array of information available to the browser and its functionalities.  For example, a 

browser extension can be designed to monitor a user’s browsing session, manipulate how the content 

of visited websites is displayed, and take other unauthorized actions.  

33. Browser extensions are available for download by users from online browser stores, 

which are often managed by the browser developer (i.e., Chrome Web Store).  In order for a browser 

extension to install, the user typically must grant permissions for the extension to download and install 

on the user’s device.  

F. Defendants Accepted Facebook’s and Instagram’s Terms and Policies 

34. At all relevant times, Defendants were bound by Facebook’s and Instagram’s Terms 

and Policies. 

35. BrandTotal, through its agents and employees, created a Facebook account in the name 

of “BrandTotal Analytics” on or about June 13, 2017, and a BrandTotal Instagram account on or about 

December 5, 2016.  BrandTotal also created a Facebook business account on or about February 21, 

2017.  

36. On or about September 3, 2019, BrandTotal, through its agents and employees, created 

a Facebook business account for UpVoice.  On or about June 8, 2020, BrandTotal, through its agents 

and employees, created a Facebook business account named UpVoiceUS. 

37. On July 4, 2018, Unimania, through its agents and employees, created a Facebook 

business account in the name of Unimania.     

38. Between 2017 and 2019, Defendants’ employees and agents created and administrated 

three Facebook Pages.  The Pages were used to promote both malicious extensions and BrandTotal’s 

marketing service. 
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39. Between July 2018 and June 2020, Defendants’ employees and agents created and 

controlled seven Facebook advertising accounts.  Defendants used Facebook to promote both 

malicious extensions and BrandTotal’s marketing service as set forth in Figures 1 and 2.    

Figure 1: BrandTotal Advertisement on 
Facebook 

 

Figure 2: UpVoice Extension Advertisement 
on Facebook 

 

G. Defendants’ Unlawful Data Scraping Operation 

1. Overview 

40. Since at least September 2019 and continuing until at least September 2020, Defendants 

developed and distributed at least two malicious extensions called UpVoice and Ads Feed.  Defendants 

distributed the malicious extensions on the Chrome Web Store.  Exs. 6 and 9.  Since September 2019, 

the malicious extensions have been installed by thousands of users.  These malicious extensions were 

programmed to scrape data from various websites and deliver it to Defendants.   

41. BrandTotal enticed users to install the UpVoice extension from the Google Chrome 

Store by offering payments in exchange for installs, in the form of online gift cards, and claiming that 

BrandTotal 
Sponsored , 

Discover who your competitors are marketing 
to, what they're targeting, when they're 
advertising, and how much they're spending 
using BrandTotal's all-in-one competitive 
intelligence platform. 

Get a free analysis on your competitors ... 
Here https://intelligence.brandtotal.oom 

••• 

WHAT ARE YOUR COMPETITORS 
SPENDING THEIR MONEY ON? 

Br11ndTot11I 

INTELLIGENCE.BRANDTOTALCOM 
All-In-One Competitor Intelligence Platform 
Find out who your competitors are marketing to, what... 

ill'Yo • UpVolce 
Sponsored · 0 

Spending a lot more time on your computer lately? 
Join the thousands of people who already earned gitt cards by joining 
UpVolce. 
Just add the Chrome extension to start earning. 
It's THAT easy! 

JOINUPVOICE.COM 

UpVoice I Browse regularly, earn gift cards 
Join thousands of people who earn gift cards by checking ... 

Download 
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the users who installed the extension became “panelists . . . [who] impact the marketing decisions and 

brand strategies of multi-billion dollars (sic) corporations.”  Ex. 6.  

42. Similarly, Unimania promoted its Ads Feed extension on the Google Chrome Store by 

claiming that the users became “a panel member of an elite community group that impacts the 

advertising decisions of multi-billion dollar corporations!”  Ex. 9.  

43. Once installed by the users, however, Defendants used the users’ browsers as a proxy 

to access Facebook computers, without Facebook’s authorization, meanwhile pretending to be a 

legitimate Facebook or Instagram user.  The malicious extensions contained JavaScript files designed 

to web scrape the user’s profile information, user advertisement interest information, and 

advertisements and advertising metrics from ads appearing on a user’s account, while the user visited 

the Facebook or Instagram websites.  The data scraped by Defendants included both public and non-

publicly viewable data about the users.  

44. Defendants’ malicious extensions were designed to web scrape Facebook and 

Instagram user profile information, regardless of the account’s privacy settings.  The malicious 

extensions were programmed to send unauthorized, automated commands to Facebook and Instagram 

servers purporting to originate from the user (instead of Defendants), web scrape the information, and 

send the scraped data to the user’s computer, and then to servers that Defendants controlled.   

45.  Defendants used the data collected by the malicious extensions to sell “marketing 

intelligence,” and other services through the website brandtotal.com.  BrandTotal publicly stated that 

it used the data obtained through the malicious extensions to provide marketing insights about users 

and advertisers.  Exs. 5 and 11.   

2. The UpVoice Malicious Extension 

46.  Since at least September 2019, BrandTotal developed, promoted, and distributed the 

UpVoice extension.  BrandTotal programmed the UpVoice extension to web scrape data from both 

Facebook and Instagram, as well as Amazon, Twitter, LinkedIn, Pinterest, and YouTube.  BrandTotal 

further programmed the UpVoice extension to send the scraped data to a server controlled by 

Defendants. 
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47. BrandTotal maintained and operated the website joinupvoice.com, which it used to 

promote the UpVoice malicious extension.  Exs. 11-12.  To incentivize the installation of that 

malicious extension, BrandTotal offered gift cards to visitors who installed it.  Ex. 11.  For example, 

on its website, as shown in Figure 3 below, BrandTotal promoted the UpVoice browser extension as 

a way to “[g]et paid for the time you spend on” Facebook, YouTube, LinkedIn, Amazon and Twitter.  

Id.  And visitors to the website were instructed to “[a]dd the UpVoice Chrome extension to your 

desktop browser [to] start earning gift cards.”  Id.  Once a user registered on joinupvoice.com, the user 

would need to install the UpVoice malicious extension from the Chrome Web Store.   

Figure 3: UpVoice Website 

 

UPVDICE WWIUS HOWITWOAl(S REVIEWS REWARDS A80UT f) CON11NU(; WITH 1-ACEBOOK 

Get paid for the 
ti~ e 'ou spend on 
Add the UpVoice Chrome extension to your desktop browser and start eommg grit 
cords for vis,ting our portrc,patrng sites regularly. It's THAT easy! 

n CONTINUE WITH FACEBOOK WATCH VIDEO 

Hovv it vvorks 

Install 
After signing up. we will invite you to 

install the UpVoice Chrome 
extension. It's safe and won't ,mpact 

your browser performance 

Browse 
Continue your regular browsing 

activity 

Earn 
When you browse through our 
participotrng srtes. the Chrome 

extension anonymously captures 
your ods and gives you daily parms 

hat can later be redeemed for a 
var ,ety of 91ft cards 
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48. BrandTotal deceived visitors to the website into believing Facebook, and other social 

networks were working with UpVoice and BrandTotal by identifying Facebook and the other 

companies as “participating sites,” (Exs. 11 and 13) when in fact, Facebook did not authorize 

Defendants to scrape data from its computers.  Additionally, although Instagram was not included in 

the list of “participating sites,” BrandTotal collected advertising data and Instagram user profile 

information from users who installed the malicious extension.  Ex. 13. 

49. BrandTotal programmed the malicious extension to web scrape user profile 

information and advertising data from Instagram users who installed the UpVoice malicious extension.  

Ex. 14.  BrandTotal caused the malicious extension to scrape advertisements and advertising metrics, 

including information about the advertiser, the image and text of the advertisement, and user 

interaction and reaction metrics (e.g., number of views, comments, likes) associated with an 

advertisement.  Id. 

50. BrandTotal programmed the malicious extension to scrape Instagram user profile 

information, including the user’s name, account name, user ID, profile picture, and other information 

about the user’s account.  Id.    

51. BrandTotal also programmed the UpVoice malicious extension to send automated 

requests to Facebook servers to obtain user profile information for Facebook users and advertising 

data.  Exs. 15-19.  The malicious extension was coded to scrape information when a user visited 

Facebook.  BrandTotal caused the user’s ID, gender, date of birth, relationship status, and location 

information to be scraped, regardless of the user’s privacy settings.  Id.  BrandTotal also scraped Ad 

Preferences information (Ex. 18), which is nonpublic information Facebook uses to determine what 

ads to show a user based on a user’s activity on Facebook and Instagram, and other information.     

52. BrandTotal also coded the UpVoice malicious extension to send requests to Facebook 

servers to obtain advertisements and advertising metrics, including information about the advertiser, 

the image and text of the advertisement, and user interaction and reaction metrics (e.g., number of 

views, comments, likes) associated with an advertisement.  Ex. 20. 
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3. Ads Feed Malicious Extension 

53. Since at least November 2019, Unimania developed, promoted, and distributed the Ads 

Feed malicious extension on the Google Chrome Store.  Ex. 9.  Unimania programmed the Ads Feed 

extension to web scrape data from both Facebook and Instagram, as well as Amazon, Twitter, and 

YouTube.  The data collected through the Ads Feed malicious extension was sent to the same servers 

as the data collected through the UpVoice malicious extension.   

54. According to the overview of the malicious extension on the Google Chrome Store, the 

malicious extension saves 90 days of advertisements from Twitter, Facebook, Instagram, YouTube, 

and Amazon and allows the user to “click back to those that interest you.”  Id.  Unlike the UpVoice 

malicious extension, BrandTotal did not offer users a financial incentive for installing the Ads Feed 

malicious extension.  Id. 

55. The Ads Feed malicious extension used code almost identical to the code used in the 

UpVoice malicious extension to scrape user profile data, advertisements and advertising metrics, and 

Ad Preference information from Facebook and Instagram.  For example, like the UpVoice extension, 

the Ads Feed malicious extension scraped the image and text of the advertisement, and user 

interactions with the ad (e.g., number of views, comments, likes) from Facebook and Instagram ads, 

returned it to the user’s browser, and then sent it to a server controlled by Defendants.    

H. Facebook’s Enforcement Efforts 

56. In September 2020, Facebook took various technical enforcement measures against 

Defendants, including disabling Facebook and Instagram accounts and Pages.  Facebook also made 

multiple requests to Google to remove and disable the extensions from the Chrome Store, but Google 

has not yet done so. 

I. Defendants Unjustly Enriched Themselves and Harmed Facebook  

57. Defendants’ violations of Facebook’s and Instagram’s Terms and Policies have harmed 

Facebook.  Defendants interfered and continued to interfere with Facebook’s and Instagram’s 

platforms. 
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58. Facebook suffered damages attributable to the efforts and resources it used to 

investigate and remediate Defendants’ conduct in an amount to be determined at trial, and in excess 

of $25,000.   

59. Since at least September 2019, Defendants have unjustly enriched themselves at 

Facebook’s expense in an amount to be determined at trial.  Facebook is entitled to an accounting by 

Defendants and a disgorgement of all unlawful profits gained from their conduct.   

FIRST CAUSE OF ACTION 

(Breach of Contract) 

60. Facebook realleges and incorporates all preceding paragraphs here. 

61. Since December 2016, Defendants, through their employees and agents, created 

multiple Facebook and Instagram accounts and agreed to Facebook’s and Instagram’s Terms and 

Policies.  Facebook’s and Instagram’s Terms constitute an agreement between Defendants and 

Facebook.  Defendants also agreed to Facebook and Instagram’s Terms and Policies through the use 

of the service. 

62. Facebook has performed all conditions, covenants, and promises required of them in 

accordance with Facebook’s and Instagram’s Terms and Policies.   

63. Defendants’ actions interfered and caused others to interfere with Facebook and 

Instagram, and engaged with Facebook and Instagram in unauthorized ways.   

64. Defendants have breached and continue to breach Facebook Terms 3.2.1, 3.2.2, and 

3.2.3 and Instagram’s Terms of Use.  Facebook’s Terms prohibit (a) using automated means without 

Facebook’s permission to web scrape user profiles and account and advertising information from 

Facebook and Instagram; (b) scraping Facebook and Instagram user profile information and 

advertising data by sending code to Facebook that purported to originate from the user, which is 

“unlawful, misleading, [ ] or fraudulent;” (c) falsely representing to users that Facebook is a 

“participating site” in Defendants’ scraping activity; and (d) scraping the intellectual property rights 

of others by harvesting advertising images and text.  Instagram’s Terms of Use also prohibit the same 

conduct. 
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65. Defendants’ many breaches have caused Facebook to incur damages in excess of 

$25,000.  Accordingly, Facebook seeks damages in an amount to be proven at trial. 

66. Facebook likewise seeks injunctive relief.  As a direct result of Defendants’ unlawful 

actions, Facebook has suffered and continues to suffer irreparable harm for which there is no adequate 

remedy at law, and which will continue unless Defendants’ actions are enjoined. 

SECOND CAUSE OF ACTION 

(Unjust Enrichment) 

67. Facebook realleges and incorporates all preceding paragraphs here.  

68. Defendants’ acts as alleged herein constitute unjust enrichment of the Defendants at 

Facebook’s expense. 

69. Defendants accessed and used, without authorization or permission, Facebook’s 

service, platform, and computer network, all of which belong to Facebook.       

70. Defendants used Facebook’s service, platform, and computer network to, among other 

things, scrape data from Instagram and Facebook, including non-publicly viewable data. 

71. Defendants received a benefit by profiting from the data they wrongfully scraped from 

Facebook and Instagram, which they used to sell “marketing intelligence” and services.  But for 

Defendants’ wrongful, unauthorized, and intentional use of Facebook and Instagram, they would not 

have obtained such profits. 

72. Defendants’ retention of the profits derived from their unauthorized use of Facebook’s 

service, platform, and computer network, including data, would be unjust. 

73. Facebook seeks an accounting and disgorgement of Defendants’ ill-gotten profits in an 

amount to be determined at trial. 

PRAYER FOR RELIEF 

Facebook seeks a judgment awarding the following relief: 

(a) A permanent injunction restraining Defendants from accessing and using Facebook and 

Instagram; 
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(b)  A permanent injunction requiring Defendants to identify the location of any and all 

data obtained from Facebook and Instagram, to delete such data, and to identify any and all entities 

with whom Defendants shared such data;  

(c) A permanent injunction restraining Defendants from developing, distributing, using 

and causing others to use browser extensions and other products and devices designed to collect data 

from Facebook and Instagram, without first obtaining Facebook’s express permission; 

(d)  Compensatory damages in an amount to be determined at trial; 

(e) An accounting of each Defendant’s profits resulting from their scraping activity; 

(f) Disgorgement of Defendants’ profits resulting from their scraping activities;   

(g)  Pre-judgment and post-judgment interest; and 

(h) All other equitable or legal relief the Court deems just and proper. 

 

Dated:  October 1, 2020 HUNTON ANDREWS KURTH LLP 

 

Attorneys for Plaintiff  
FACEBOOK, INC.  
 

Platform Enforcement and Litigation 
Facebook, Inc. 
Jessica Romero 
Michael Chmelar 

  

 
 

By:           /s/ Ann Marie Mortimer  
Ann Marie Mortimer 
Jason J. Kim 
Jeff R. R. Nelson 
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DEMAND FOR JURY TRIAL 

Plaintiff hereby demands a trial by jury on all issues triable to a jury.  

 

Dated:  October 1, 2020 HUNTON ANDREWS KURTH LLP 

 

Attorneys for Plaintiff  
FACEBOOK, INC.  
 

Platform Enforcement and Litigation 
Facebook, Inc. 
Jessica Romero 
Michael Chmelar 

 

 
 

By:           /s/ Ann Marie Mortimer  
Ann Marie Mortimer 
Jason J. Kim 
Jeff R. R. Nelson 

073923.0000055 EMF_US 81910374v4 
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,aBrandTotal About News Resources 

0 
Smarter marketing begins with data. 
Before digital, it was pretty straightforward to track the competition in print. on billboards and on TV. But today, with 90% of 
today's digital marketing hidden from view and fragmented across multiple channels, it can be challenging to understand how 
your brand marketing measures up to the competition. 

By applying advanced cyber security techniques and artificial intelligence, BrandTotal uncovers and analyzes competitors' #dark" 
marketing efforts, illuminating their strategies and tactics. Many of the most recognizable consumer brands use our competitive 
marketing intelligence platform to discover marketing threats and opportunities in real time. 

If you are interested in joining our team to help change the way marketers understand their competitive environment. please 
contact us! 

LEADERSHIP 

Alon Leibovich, CEO & Co·Founder 

Amir Lesh man, CTO & Co·Founder 

Omer Ram ote, 
Chief Architect & Co·Founder 

Oren Dor, Chief Product Officer 

Mark Mansfie ld, 
SVP Global Head, Growth & 
Partnerships 

11!1 

11!1 

11!1 

11!1 

11!1 

Backed By 

I DC Miccosoft 
Accelerator (-, q k!.':l?.! 

FJ LABS f FLINT 1,1- 1,1 
CAPITAL !NVlSTMEHT 

Request a Demo 

Oracle Startup 
Cloud Accelerator 

ONE WAY 
VENTURES 

Fmd out what BrandTotal can show you about your competitors by request mg a demo today. 

F+il:i!M 
BrandTotal c 

2020 
Br<1n

d
T~,~~I 

Get A Demo 

f in '# 
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6- chrome web store 

Home > Extensions > UpVoice 

UP UpVoice 
Offered by: UpVoice 

* * * * "j 10 I Accessibility I .:, 5,0oo .. users 

Overview Reviews Support 

< 

o e oo 

Overview 

This extension allows you to earn rewards just for being you! 

Earn a selection of gift cards of your choice including Amazon and prepaid 
Visa for using Facebook, YouTube, Amazon, and other participating sites 
like you normally do. Share your opinions and win even more! 

As a qualified UpVoice panelist, you impact the marketing decisions and 
brand strategies of multi-billion dollars corporations, who compete for your 
attention online . This means that you have a direct influence on the online 
advertising campaigns of big brands. 

Install the UpVoice extension and qualify to become a member of our 
panel. It's safe and won't impact your browser performance. As a qualified 
member, we wrn reward you for browsing your social feeds and other 
participating sites as you normally do. For more details, please visit our 
terms of service at: https://joinupvoice.com/tos and our rewards plan at: 
https ://joinupvoice. com/faq/#reward s-plan. 
Make sure to disable your ad blocker if you have one, otherwise, we cannot 
collect the ads that target you and therefore we cannot reward you. 

Privacy & data collection 
When you regularly visit Facebook, I nstagram and other participating sites, 
we securely collect the ads that you see and anonymous demographic 
profile data. We never share your personal information with anyone, except 
if needed to send you your rewards. 

We protect your data using the highest security standards and we comply 
with all privacy regulations. For more details, please visit our Privacy Policy 
at: https://joinupvoice.com/privacy and our Data & Privacy FAQ at: 
http://joinupvoice.com/faq/#upvoice•data-and-privacy 
If you have any questions, please contact us at: contact@joinupvoice.com. 

For more details please visit www.joinupvoice.com. 

Read less 

, .. ••• 
& v vyConnect by SawyS ... 

8, 000+ users 
PrizeRebel • Online Paid ... 

***** 44 

Related 

loginhood 

****+ 9 

Related 

(I Sign in 

Available on Chrome 

> 

Additional Information 

A Website 

Version 
2.10.1439 

Updated 
July 19, 202 0 

Size 
341KiB 

language 
English 

8 Report abuse 

Developer 
contact@joinupvoice.com 
Privacy Policy 

'I' 
Microsoft Rewards 

**** ;, 130 

This extension allows you to earn rewards just for being you! 

Available on Chrome 
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,a BrandTotal About News 

< Vlf:YV ALL POSTS 

BrandTotal Raises $6 Million in 
Series A Round to Expand 
Rollout of Agile Marketing 
Platform [PRESS RELEASE] 
September 25, 2018 

16r Like 250 0 Shnre 0 tl4H41 Ii" Ji,Hii 

\ 
II 

BrandTotal , a New York- and Tel Aviv-based 
company whose agile marketing platform harnesses 
artificial intelligence, cyber security techniques and 
data science to empower brand marketers with 
competitive data and actionable insights by 
revealing the d igit a I marketing activities of their 
top competitors, today announced the closing of a 
$6 million round of funding, bringing their total 
venture funding to $8 million . 

Flint Capital Leads Latest Funding 

BrandTotal Marketing Intelligence Platform Shines Light on "Dark 
Marketing," Revealing Hidden Digital Marketing Strategies to Empower 
Brand Marketers 

NEW YORK, Sept. 25, 2018 /PRNewswire/ ·· BrandTotal, a New York- and Tel 
Aviv-based company whose agile marketing platform harnesses artificial 
intelligence, cyber security techniques and data science to empower brand 
marketers with competitive data and actionable insights by revealing the 
digital marketing activities of their top competitors, today announced the 
closing of a $6 million round of funding, bringing their total venture 
funding to $8 million. 

International venture capital firm Flint Capital led the Series A funding 
round, which included: 

• NHN Investment, owner of Naver Corp., operator of Line, the most 
popular messaging app in Japan and South Korea, 

• One Way Ventures, a Boston-based venture fund led by Semyon Dukach 
and Eveline Buchatskiy, former Directors ofTechstars in Boston. 

• FJ Labs, led by Fabrice Grinda, who was recently named the #1 Most 
Successful Angel Investor in the world by Forbes, [August, 2018] 

Glilot Capital Partners and Keshet Dick Clark Productions also joined 
the funding in early 2018. Both were participants in BrandTotal's $2 million 
seed investment round, which closed July 2017. The Series A funding caps 
off an event filled surnmer fo r BrandTotal, announcing a partnership with 
MicrosorL via Microsofl's Dy11a 111ics 365, being selecled Lo Oracle's Slarlup 

Cloud Accelerator and having presented at Morgan Stanley's prestigious 
Innovation Summit. 

Funds from the Series A Round will be used to expand sales, marketing 
and data science efforts via BrandTotal's new offices in New York as well as 
internat ionally. 

"The support from Flint Capital and our investment leaders has already 
created new growth opportunities for BrandTotal among Fortune 500 
companies, by allowing us to optimize and expand the roll -out of our agile 
marketing platform," says Alon Leibovich, CEO and co-founder of 
BrandTotal. "Our proprietary data shows that 85% of sponsored posts on 
Facebook are 'dark posts,' meaning they are targeted to specific users. 
There is a massive gap in marketing visibility across digital platforms and 
we are illuminating these programs to empower marketers with actionable 
competitive insights." 

"We are thrilled to put our support behind the outstanding management 
team at BrandTotal, a company that provides some of the world's largest 
organizations with unique and invaluable insights into digital marketing- a 
space which is projected to approach $120 billion in spend by 2021 in the 
U.S. according to Forrester Resea rch," says Sergey Gribov, Partner at Flint 
Capital. 

About the BrandTotal Agile Marketing Platform 

Launched in June 201 ?, BrandTotal's agile market ing intelligence platform 
is a Saas based solution that harnesses Al, cyber security techniques and 
data science to distill actionable insights. The technology was developed to 
provide brand marketers with valuable competitive intelligence about the 
digital marketing landscape within their industry. Through campaign 
aggregation, BrandTocal's technology detects creatives across various 
digital channels and clusters them into campaigns for analysis. Using signal 
detection, the platform identi fies trends and outliers between brands 
within the industry-wide competitive landscape. 

BrandTotal's SaaS-based platform collects and consolidates both public 
and targeted "dark" posts f rom numerous paid media channels, including 
Facebook, lnstagram, Twitter, YouTube, Amazon and display banners 
across the web. With a lack of transparency in the ever-evolving digital 
marketing ecosystem, the platform can reveal a brand's opportunities and 
threats in real time, enabling marketers to become agile with a competitive 
edge. 

The BrandTotal Agile fv1arketing Platform provides detailed reports and 
cross-platform competitive analytics to help quantify brand marketing 
initiatives, including: 

• Target demographics 

• Share of voice 

• Advertising spend 

• Creative assets 

• Audience sentiment 

• Active channels 

• Engagement across multiple social platforms 

• Organic content shares 

About BrandTotal 
BrandTotal uses advanced cyber security techniques and artificial 
intelligence to reverse-engineer digital marketing programs, enabling 
brand marketers to see and understand the strategies their competitors 
are using to drive digital marketing. 

With corporate marketing budgets increasingly shifting towards digital 
channels, hyper-targeced and personalized campaigns have become more 
popular and are inherently hidden from public view. Because digital 
marketing is targeted to individuals, the parts that can be seen in the open 
are just fragments of a larger strategy. There's no way to know how 
competing companies are deploying their campaigns, who is seeing them, 
or how effective they are. 

In J11ly 2018, BrandTot;:il anno11nced a partnership with Microsoft in which 
the tech giant will provide access to select features from its Agile Marketing 
Platform to Microsoft customers through Microsoft Dynamics 365. 

In August 2018, BrandTotal was selected to participate in Oracle's Startup 
Cloud Accelerator, a six-month partnership in which Oracle provides 
mentoring, access to technology, client and partner lists and other 
resources to the world's most promising startups. 

For more Information contact: 
Jeffrey Keegan 
The Dilenschneider Group 
Jkeegan@dgi-nyc.com 
914-482-0289 

About the author 

I BrandTotal Staff 
BrandTotal 

V IE W A LL P OS T S 

Request a Demo 

Resources 

Find out wha, BrandTocal can show you abou, your competitors by requesting a demo today. 

Enter your email • Submit 

Blog Login Request a Demo 

Looking for social competitive X 
intelligence data? Start a convo 
and let's get moving! 
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.. chrome web store (I Sign in 

Home > Extensions > Ads Feed 

< 

Ads Feed 
Offered by: https://www.unimania.xyz 

* * * * .. 8 I Accessibility I .:. 6,000+ users 

Overview Reviews Related 

< 

oo • 

Overview 

Automatically save the ads you see on social networks and finally know 
which advertisers find you the most attractive online. 

This extension automatically saves the ads you are exposed to online so 
you can click back to those that interest you. Also, use Ads Feed to find out 
how many ads targeted you in the last period, who are the top 5 advertisers 
that competed for your attention on line and what ads others like you saw. 

We collect this data by monitoring which ads you and others like you see 
while you browse. 

By installing the "Ads Feed" extension, you are officially becoming a panel 
member of an elite community group that impacts the advertising decisions 
of multi-billion dollar corporations! 

Privacy Policy and Service Terms: 
We care a lot about your privacy and we work hard to safeguard the data 
we collect and to comply will all relevant laws and regulations. 

As a panel member, we collect anonymous Facebook demographics data 
and ad related data from the sites you visit of the advertising campaigns 
lhal target you and other µanelisls. We aggregate and use this data for 
market research purposes, namely, to build special advertising related 
insights and analyses for brands that work with us. 

We do not collect, store, use, share or sell any of your personal 
information. In addition, we do not monitor your online behavior, track your 
activities or collect the web pages you visit. 

Please review our service terms and priVacy policy below to learn more 
about what data we collect about you and what we use it for. If you have 
any questions concerning your privacy, please contact us at: 
privacy@unimania.xyz. 

Privacy policy: http://privacy .uni mania. xyz/privacy _policy_ a f. pdf 
Service terms: http://privacy.unimania.xyz/service_terms_af.pdf 

Contact us: 
We are here for you. If you find a bug or have a new feature in mind, or if 
you have a question about the extension or your privacy, please don't 
hesitate to contact us at: contact@unimania.xyz 

Read less 

Turbo Ad Finder 

*** ** 296 

li:J 
PreciseMagnetic for FB ... 

***** 62 

Related 

A 
Info and Ads Watch 

* **** , 

lnstagram 

Available on Chrome 

> 

Additional Information 

8 Report abuse 

Version 
2.10.1439 

Updated 
July 19, 2020 

Size 
780KiB 

language 
English 
Developer 
contact@unimania.xyz 
Privacy Policy 

My Ad Finder 

****~ 12 

Automatically save the ads you see on social networks and finally 
know which advertisers find you the most attractive online. 

Available on Chrome 
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UPVDICE WHYUS HOW IT WORKS REVIEWS REWARDS PRIVACY ABOUT FAQ () CONTINUE WITH FACEBOOK 

Get paid for the 
time ou spend on 

~ m a 
Add the Up Voice Chrome extension to your desktop browser and start earning gift 
cards for visiting our participating sites regularly. It's THAT easy! 

0 CONTINUE WITH FACEBOOK WATCH V IDEO 

How it works 
\ I I ' , 
0 1------"o---, -

---·•·-
Install 

After signing up, we wi ll invite you to 
install the UpVoice Chrome 

extension. It's safe and won't impact 
your browser performance 

0 

ho you ---~ 

Browse 
Continue your regular browsing 

activity 

Earn 
When you browse through our 
participating sites, the Chrome 

extension anonymously captures 
your ads and gives you daily points 

that can later be redeemed for a 
vairiely of gifl cards 

il are matters 

il 

As a qualified UpVoice panelist, you become a member 
of an exclusive market research community that 
impacts the marketing decisions and brand strategies 
of multi-billion dollar corporations who want to get your 
attention online. 

This means that you have a direct influence on the 
online advertising campaigns of big brands. 

That's what being a member of this exclusive 
community is all about! 

I 

Users love it! 
Billie Lucas 
Aug 30. 2019 

"Earning money for nothing, literally! 
Who wouldn't add th is extension?! 
Seriously, get paid to visit sites you 
already do daily anyhow. H onestly, you 
would be crazy not to addi th is 
extension" 

Sandra Amory 
Jul 9. 2019 

"I just received my first $1 O from 
Up Voice. I am amazed how easy it is to 
accumulate poin ts w ith th is extension. I 
like it a lot " 

0 

Rewards 

Shelle Perry 
Aug 23, 2019 

"Yau get paid just for having the 
extension and visiting websites you go 
to every clay anyway. W ith so m any 
scorns out th ere it is awesome 11:o find 
something that does what it says" 

Debra Ann Elliott 
S<!p 26. 2019 

"To be honest, I forgot I installed this, but 
w as surprised to get my first $10 gift 
ca rd for doing nothing but surfing the 
Int ernet. Great!" 

Karen Smith 
Sep 12. 2019 

••• 
"This is an awesome extension! Gett ing 
the abilit y to cash out by doing what I 
normally do is very easy!" 

Madhukar Bonkuri 
Oct 14. 2019 

"I love this extension and it is real.. you 
can get t he cash out easily!" 

As soon as you're qualified as o member of our panel. 
you will begin collecting tokens, which can later be 
redeemed for a selection of e-gift cards. If you use our 
participating sites daily, you can earn even more 
rewards. 

Earn more by completing periodical surveys from 
brands who want to know what you think. 

Visit our rewards plan for more details. 

0 

Privacy 
We respect your privacy and protect your data using 
the highest security standards. We comply with all 
privacy regulations and we never share your personal 
information with anyone, except when we need to send 
you your rewards. 

We anonymise and aggregate all the data we collect 
from you along with other panel members. 

Please read our Privacy Policy and Data & Privacy FAQ 
for more details. 

YOUR £U R£PRES£NTATIV£ 
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1. B

2. A  A

3. E

4. T  R

5. D

6. A L   R

7. A  E

8. I P R

9. I D

10. P

11. T P S  C

12. T P O S S

13.  D

14. L  L

15. I

16. E L

17.   

18. T  T

19. A

20. M

21. G L  D

22. G

IF O ARE NOT ELIGIBLE TO PARTICIPATE IN THE PANEL, THESE TERMS OF
SE DO NOT APPL TO O.

B         ,     /     
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1. 

2.   

3. 

                C
  (  )     
                  BT  L.    
(, ,  ,    ),    ,
     ,     ,   
   P T  C ().   
              ()    
          ,          
  .I          T,  
 ,     P A.

T T       /  
  ()      P A,    
P,               P D (
 ),       R(  ),
          .   
 P A        P. BT  P
D  , ,      
 P         
,        BT      SS   (
).

T P         (18)       ,   
  P A,         (18)  
. I        (18),      P
A.

    P   BT    
     P,  :  ,   
    .  I  BT          
     P,        
BT ,    ,       
  .
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4.   

� 4.1. 

� 4.2.     

� 4.. 

I       P (    ),
         / ,
 :  F,  I, T,  T  A (
 )      P  , BT 
        R ().  
    T        
   P A. T T         
   A (  ).

  T            A,      .
T     R (  )   ,
     T     R    
       . I    , T 
              ,          
 ,   R     T.  
          T 
  A.

I  ,   ,     P   
T P A,      P  , BT 
       T    (),
            P
A.  T  ,  ,  ,          R,  
  T    R,       
            R      P  A,    
  ,      . F  
,  R  ,    ,      ,  ,
,          P. E 
    T        R,            
      A.  A      T    R    .
R     ,  T    R
        ,      
 R.        R     
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� 4.4.

� 4.. 

� 4..  

� 4..  

      T    R ( 
   P A). I        T  
  R,            P  A,            
  T   R.

IT IS CLARIFIED THAT IF O DO NOT SE THIRDPART APPLICATIONS,
O SHALL BE CONSIDERED A NONACTIE SER AND THEREFORE O
ILL NOT BE ENTITLED TO RECEIE AN TOENS IN ADDITION TO THOSE
THAT EIST IN OR ACCONT TOEN BALANCE AT THE TIME THAT O
BECOME AN INACTIE SER.

             
     R    
      P A        
    ,        
   ,      .

A   R     A D ( ) 
            
.      ,    ,   
 R            
A D          .

4..1.            R          
       ,     P
D (  ),      T,   
    P A      R.

4..2. T R     .

4...               T /  
P    ,         
/   R,         A 
 R    ,          
   ,
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4..4.                  R,  
,   .

4...            
 R ,  ,       , 
          R        
            
     P A.        
R . O R   ,      
            
A   . N ,      
    R.

4...            R 
          T. I   
 ,      (  
,      ), BT    
 R,     R,  , , , 
        A /  P A ,
,  R     .

4...     ,       
R      A            R  
        A      .  R
             
    .

4... BT         , ,
,       R   
    P A,         R 
 A.

4... R     ,     
. T , ,      R,   
BT   .

4..1. R           
T      .

4..11.  BT  ,              ,   
R , ,  ,   
    R,                  
   R     ,   R
        R   
  ,            .  SCH
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5. 

CHANGES  TO  THE  REARD  POLICIES  MA  AFFECT  THE  REDEMPTION
ALE OF THE REARDS ALREAD ACCMLATED OR THE AAILABILIT
OF REDEEMABLE REARDS. O AGREE THAT O ILL REIE THESE
TERMS  AND  AN  APPLICABLE  ADDITIONAL  TERMS  INCLDED  IN  THE
PANEL APP PERIODICALL AND THAT O SHALL BE BOND B THESE
TERMS AND AN MODIFICATIONS HEREOF.

.1. I      P      T  
R,            P,          
  /  (  / ),  ()   
          ID  
ID              ,      
            
  ,   /  ,  
 ()          
,          /
  P A /   F ,   ,  ,
   ( ),       .
     ,    ,   
    . A     / 
      S 5.1       P
D.

.2. BT          P
D     BT S,      P
P.

..  IF O DO NOT ANT S TO COLLECT AND/OR SE OR DATA OR
THE  PANEL  DATA,  O  ILL  NOT  BE  ELIGIBLE  TO  PARTICIPATE  IN  THE
PANEL, RECEIE TOENS OR CLAIM REARDS.

.4. I       P D      
   ,        P D
/      ,       
      P,  T  ,  
   18 (T)  .

.. I       S 5.4, :   
  P  D           
          T     
   A          
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.     

� .1. 

� .2. 

      BT  ()    
   P /    P A, ()  
      P, ()    
        T P A  ()
 BT S,          R. IF O
ISH TO ECHANGE OR TOENS FOR REARDS AND ARE ELIGIBLE TO
DO SO, IN ACCORDANCE ITH THE TERMS OF THIS AGREEMENT, O MA
ONL DO SO PRIOR TO MAING SCH REEST.

S        T,     
, , , , , 
  () :  ,     P A
  ,  ,    (  )  
                  P  A      D  
   T     R ( ),
       T        
 P.

           

 , , , ,     P A

   P A          
         

 ,  , , ,     
  ,  P A

  (   ), , ,   
   P A    

 ,        
 P A            
        P A

 ,        , 
, ,    ,      
  P A
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� ..   
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               P  A   
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 / ()   P A     ,  
,        ,  ,  ,    
,        T.

I     P A       
   (),      D 
           P A
( ),    P A   
.    ,          P  A    
D,         ,  
 ,   R.T  R      
  P A     A   .
          R /
     P A         
      /   P A.

.1.  I         P  A      
   P   ,         
 ( ).I    A,    ,
       ( )
              A  D      
    .       
   A,      A  .
          A.  
       A    P A.

.2.      ,      
      P A. I     
   ,   ,    
    .

..           ,   
                  A  D.
R   ,  ,    .
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.   

� .1. 

� .2. 

� ..   

.  

T  P  A                    T    
  BT      ,  
 I P R ( )     P A (
  ).         
P A. I          
        ,  ,  ,    ,  ,
,     ,       
,   ,          
    , ,   , 
  .

T        P  A,      ,    ,
,  ,  ,  ,  ,  ,  ,
, ,  ,    ( ),   
,       (,  
    M,    ),          BT/  
          
   . BT   BT   M 
BT   . A   M    P A  
,  ,      .

T    P A          
          ,  ,  ,  ,  ,
,  ,  ,  ,         
      . I    
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       . H,     
       P A  ,  ,
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1. 

11.     

,            
         

                        
   P A        
 .

        .

11.1. T P A    , ,  ,    
T P S ( )        
(  ). T P A      
   T P S.    : () 
     ()    .

11.2.                      T  P
S.         ,   ,
 ,    ,  T P S. P 
         T P S   
       .

11..         ,         
,    ,  ,  ,  ,    I
P R ( ) ,   ,  T P C.

11.4.      , , , ,
         T P C   
     T P S.

11.. B   P A      T P C  
, , ,  .      
        T P S     
T P C.     T P S    ,
  ,  T P C       .

11..              T
P S.    ,    ,    
       BT,   BT
    ,          T
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12.     

13.  

P C       T P S. I 
       T P S   T P
C,      T P S .

P   P A        
        (  ). A  
                T  P  T  
 :
../3..
I        T P T     
T,   T P T        
     . N   
T   , BT       
        .

1.1. THE PANEL APP IS PROIDED ON AN   AND  
BASIS  ITHOT  ARRANTIES  OF  AN  IND  INCLDING,  ITHOT
LIMITATION,  REPRESENTATIONS,  ARRANTIES  AND  CONDITIONS  OF
MERCHANT ABILIT, FITNESS FOR A PARTICLAR PRPOSE, TITLE, NON
INFRINGEMENT, AND THOSE ARISING B STATTE OR FROM A CORSE OF
DEALING OR SAGE OF TRADE.

1.2. E DO NOT ARRANT THAT THE PANEL APP ILL OPERATE ERROR
FREE,  THAT THE PANEL APP IS  FREE OF IRSES OR OTHER HARMFL
CODE OR THAT E ILL CORRECT AN ERRORS IN THE PANEL APP.O
AGREE  THAT  E  ILL  NOT  BE  HELD  RESPONSIBLE  FOR  AN
CONSEENCES TO O OR AN THIRD PART THAT MA RESLT FROM
TECHNICAL  PROBLEMS  INCLDING  ITHOT  LIMITATION  IN
CONNECTION  ITH  THE  INTERNET  (SCH  AS  SLO  CONNECTIONS,
TRAFFIC CONGESTION OR OERLOAD OF OR OR OTHER SERERS) OR
AN TELECOMMNICATIONS OR INTERNET PROIDERS.

1..  IF O HAE A DISPTE ITH AN OTHER APP SER, O AGREE
THAT E ARE NOT LIABLE FOR AN CLAIMS OR DAMAGES ARISING OT
OF OR CONNECTED ITH SCH A DISPTE.E RESERE THE RIGHT, BT
HAE NO OBLIGATION, TO MONITOR AN SCH DISPTE.

1.4. A         ,  
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14.   

15. 

1.  

      .

14.1.  NDER NO CIRCMSTANCES SHALL BRANDTOTAL BE LIABLE FOR
AN  SPECIAL,  DIRECT,  INDIRECT,  INCIDENTAL,  PNITIE  OR
CONSEENTIAL  DAMAGES,  OR  FOR  AN  LOSS  OF  DATA,  REENE,
BSINESS  OR  REPTATION,  THAT  ARISES  NDER  OR  IN  CONNECTION
ITH  THESE  TERMS,  OR  THAT  RESLTS  FROM  THE  SE  OF,  OR  THE
INABILIT  TO  SE,  THE  PANELAPP  EEN  IF  BRANDTOTAL  HAS  BEEN
ADISED OF THE POSSIBILIT OF SCH DAMAGES.

14.2. IN AN EENT, BRANDTOTALS TOTAL AGGREGATE LIABILIT FOR ALL
DAMAGES AND LOSSES THAT ARISE NDER OR IN CONNECTION ITH
THESE TERMS, OR THAT RESLT FROM OR SE OF OR INABILIT TO SE
THE PANEL APP, SHALL NOT IN AN CIRCMSTANCE ECEED THE TOTAL
AMONTS, IF AN, THAT BRANDTOTAL ACTALL PAS O FOR SING
THE PANEL APP ITHIN THE THREE (3) MONTHS PRECEDING THE DATE OF
BRINGING A CLAIM.

      ,          BT    
,    , ,   , 
     , , , , , 
  (      )  :  
 ,    ,  P A        T
   ,       
    , ,  ,  , ,
   .      
   ,       (    ),     
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  .           
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1.   

1.   

        ,     
  ,    .

            P A (
 ),         .S R  
     ,    
        .   
       P A.A  
    P  A      R.T  T      
R       A,   R 
     T     R.

1.1.              :
.     A. T T  
      P                   
.     ,      ,  :          
   P A /    T,   
 P      P A    ,    
           .I     
        T          ,  
    P A   ,     
     P A,    
  P.  T   T /  P  
P,  T    ,       
  /  R.

1.2.     T:        P
A       P     R 
          T    ,
                  T    R  
   A        P D 
          ()T S
18.2  S 5.2,8(I P R),  10 (P), 11 (T
P  S    C),  12  (T  P  O  S  S),  13
(  D),  14  (L    L),  15  (I),    19
(A)  22(G)      T. IF O
ISH TO ECHANGE OR TOENS FOR REARDS AND ARE ELIGIBLE TO
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1. 

2. 

21.    

22. 

DO SO IN ACCORDANCE ITH THE TERMS OF THIS AGREEMENT, O MA
ONL DO SO PRIOR TO TERMINATING THIS AGREEMENT.

T T,            ,     
          BT 
  . A       .

             T          
 T : ://./. S     
(10)      ,    
  P A       .

T T           
  S  I        .   
            T
A,        ,  ,      
      .  N    ,      
       .

T T,           
 P A,     T    BT
  P A.I        T 
    ,             
       .N    T 
        BT. I    
T         ,   
            
T,        .N      
T              
,             T
         .
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BACTOTOP

O AGREE THAT AN CASE OF ACTION THAT O MA HAE ARISING
OT OF OR RELATED TO THE PANEL APP MST COMMENCE ITHIN ONE
(1)  EAR  AFTER  THE  CASE  OF  ACTION  ACCRES.OTHERISE,  SCH
CASE OF ACTION IS PERMANENTL BARRED. NOTHING IN THESE TERMS
IS INTENDED TO ECLDE OR LIMIT  OR RIGHTS NDER APPLICABLE
LA  THAT  CANNOT  BE  ECLDED  OR  LIMITED.PLEASE  READ  THE
FOLLOING CAREFLL BEFORE INSTALLING AND/OR SING THE PANEL
APP.

R: P P
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Up Voice Participating s ites currently include: 

0 Facebook 

'II Twitter 

D YouTube 

fffl Linked!n 

a Amazon 
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1g_m
e 1a_ree _count: 

this
.ree 

oun , 
ig_m

edia_ad_action: I, 
ig_m

edia_id: _, 
ig_rnedia_user _id: 

p.m
edia_or _ad. user. pk. toString

( l, 
ig_rnedia_type: 

r(p.m
edia_or_ad.rnedia_type), 

ig_created_tirne: 
P, 

ig_m
edia_shortcode: p.m

edia_or_ad.code, 
ig_m

edia_im
age_url: 

b, 
ig_m

edia_video_url: v, 
ig_m

edia_location_id: g, 
ig_m

edia_text: A, 
ig_carousel_m

edia_info: 
y, 

ig_m
edia_com

m
ents_count: 

p.m
edia_or_ad.com

m
ent_count, 

ig_m
edia_likes_count: p.m

edia_or_ad, like_count, 
ig_m

edia_view
s_count: 

p.m
edia_or_ad.view

_count, 
ig_m

edia_cta_text: p.rnedia_or_ad
. link_text, 

ig_user_usernam
e: 

p.m
edia_or_ad.user.usernam

e, 
ig_profile_im

g_url: p.m
edia_or_ad.user.profile_pic_url, 

ig_user_full_nam
e: p.m

edia_or_ad.user.full_nam
e, 

ig_user_is_unpublished: p.m
edia_or_ad.user.is_unpublished, 

ig_m
edia_link: p.m

edia_or_ad
. link

, 
ig_m

edia_overlay_text: p.m
edia_or_ad.overlay_text, 

ig_m
edia_ad_title: p.m

edia_or_ad
.injected.ad_title, 

ig_m
edia_content_type: C, 

ig_m
edia_overlay_title: p.m

edia_or_ad.overlay_title, 
ig_m

edia_video_duration
: p.m

edia_or_ad.video_duration, 
debugging_info: { 

} 

user: { 

}, is_unpublished: p.m
edia_or_ad.user.is_unpublished, 

friendship_status: 
p.m

edia_or_ad
.user.friendship_status, 

full_nam
e: 

p.m
edia_or_ad.user.full_nam

e, 
pk: p.m

edia_or_ad.user.pk, 
profile_pic_url: p.m

edia_or_ad.user.profile_pic_url, 
usernam

e: 
p.m

edia_or_ad.user.usernam
e, 

has_anonym
ous_profile_picture: p.m

edia_or_ad.user.has_anonym
ous_profile_picture, 

is_favorite: 
p.m

edia_or_ad.user.is_favorite, 
is_private: p.m

edia_or_ad.user,is_private, 
is_verified: p.m

edia_or_ad.user.is_verified
, 

profile_pic_id
: p.m

edia_or_ad.user.profile_pic_id 

C
aption_is_edited: p.m

edia_or_ad,caption_is_edited, 
com

m
ent_likes_enabled

: p.m
edia_or_ad.com

m
ent_likes_enabled, 

com
m

ent_threading_enabled: 
p.m

edia_or_ad.com
m

ent_threading_enabled, 
has_audio: p.m

edia_or_ad.has_audio, 
has_liked: p.m

edia_or_ad.has_liked, 
inventory_source: p.m

edia_or_ad
,inventory_source, 

tab_id: 
this.tabld, 

instanceM
agicH

eader: 
this.m

agicH
eader 

}, 
this. log.info("instance" -, 

this.m
agicH

eader ~
" Found 

} ,,1 
, 

this.reelC
ount • 

this.m
ax_id 

f.next_m
ax_id 

t() an ad
!"

+ F.ig_m
edia_shortcode, 

F, pl, l.push
(Fl 

12, { 
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}, 
t.prototype.interactionH

ash 
function

(t, e) { 
re 

{ 

} 

fb_post_hashed_entity_id: o.e.salted_hash
(t.fb_post_entity_id, e), 

fb_user_hashed_id: 
this.getU

serH
ashes(t.fb_user_id).fb_user_hashed_id 

},-t.~
cebookM

etadata = 
function

(t) { 
re 

· , { 

} 

fb_m
eta_gender: 

t.gender, 
fb_m

eta_dob_m
onth: 

t.birthday.m
onth, 

fb_m
eta_dob_year: 

t.birthday.year, 
fb_m

eta_relationship_status: 
t.relationshipS

tatus, 
fb_m

eta_user_locale: 
t. locale 

}, 
t.geoD

ata 
-

function
(t) { 

var e = t.countryiso2, 
n 

t.state; 
re 

{ 

} 
}, t 

}() 

geo_current_location_country: t.country, 
geo_current_location_country_iso: e, 
geo_current_location_state: 

n, 
geo_current_location_region: t.region, 
geo_current_location_m

etro_code: t.m
etro_code 

function
(t, e, 

n) { 
'use strict"

; 

unction r(t) { 
return d(this

, 
vo

·d 0, 
:c

·d 0, 
function

() 
{ 

var e, 
n, 

r, a, 
c, 

l, 
h, 

d; 
retur1 p(this

, 
function

(p
) { 

sw
itch (p.label) { 
case 0

: 
return 

(4, 
f() 

? u(t) 
: o(t)]; 

case 1: 
return e -

p. sent (), 
n = e. id

, 
r 

e. locale, a = e. use rNameOn lyForA
nonym

izingTheH
TM

LD
oN

otSend
, 

(4, 
s ( t)] ; 

case 2: 
return c --

p.sent(), 
l 

= c.birthday
, h = c.gender, 

(4, 
i(t)]; 

case 3: 
return d -

p.sent(), 
(2, 

{ 

}] id: 
n, 

birthday: 
l, 

gender: 
h, 

locale: 
r, 

relationshipS
tatus: d, 

userN
am

eO
nlyForA

nonym
izingTheH

TM
LD

oN
otSend: 

a 
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}
, }; 

,-ei _; rn a -
{ 

next: 
n(0

), 
throw

: 
n(l), 

return : 
n ( 2) 

} . 
"function" 

th
is 

} ) 
a 

[], 

"· Sym
bol 

(a [Sym
bol. iterato

r] 
-

function
() 

{ 

b 
M

ap
( I 

l l ["0", 
"U

nspecified"], 
(

111
11

, 
11S

in
gle

11
]
,
 

["2", 
"In a 

relationship"
], 

["5", 
"E

ngaged"], 
["4", 

"M
arried"], 

["10", 
"In a c

iv
il union"

], 
["11", 

"In a dom
estic partnership"

], 
["3", 

"In an open 
relationship"

], 
["6", 

"
It's com

plicated"], 
["8", 

"S
eparated"], 

["9", 
"D

ivorced"], 
["7", 

"W
idow

ed"] 

}, 
function

(t, 
e, 

n) { 
11use st rict

11
; 

II 
II 
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function 
c ( t) 

{ 

} 

return d(this
, 

void 0, 
void 0, 

function
() 

{ 
var e, 

n, 
r, 

i; 

}) return p(this
, 

function
(o) { 

sw
itch 

(o. label) { 

} 
}) 

case 0: 
return 14, 

t ( "https: / /m
basic. facebook. com

/edi tp rof i le. php?type=basic&
edi t=birthday&

r=" + D
ate. now

())] ; 
case 1: 

return e = a.sent(), 
n = O

bject(h
.j) (e), 

O
bject(h.q) (n), 

r = function
() 

{ 
var t 

= n.queryS
elector("selectlnam

e=
year]"); 

if 
( !t) 

return null; 
if 

( !t.value) 
return null; 

var e = N
um

ber.parseint(t.value, 
10); 

return N
um

ber.isN
aN

(e) 
? null 

: 
e 

}(), 
i 

= function
() 

{ 
var t 

= n. que rySe lecto r( "select lnam
e=m

onth] "); 
if 

( !t) 
return null; 

if 
( !t.value) 

return null; 
var e = N

um
ber.parseint(t.value, 

10
); 

return N
um

ber.isN
aN

(e) 
? null 

: 
e 

}(), 
12, { 

year: 
r, 

m
onth: 

i 
}] 

function 
l ( t) 

{ 

} 

return d(this
, 

void 0, 
void 0, 

function
() 

{ 
var e, 

n, 
r; 

}) return p(this
, 

function
(i

) { 
sw

itch 
(i. label) { 

} 
}) 

case 0: 
return 14, 

t("https://m
.facebook.com

/language.php?r=
" + D

ate.now
())]; 

case 1: 
return e = i.sent(), 

n = e.m
atch

(/"
?currentlocale"?: 

?(\{IA
}]+?

\}
)/), 

n && nil] && 
(r = nil] .m

atch
(/"

?locale_code"?: 
?"( IA

"]+?
)"/)) && 

rill 
? 

l] l 
: 

12, 
null] 
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function 
s ( t) 

{ 

} 

return d(th
is

, 
voi.d 0, 

voi.d 0, 
function

() 
{ 

return 
p(th

is
, 

function
(e

) 
{ 

}) 
}) 

return 
(2, 

t ( "h
ttp

s: / /m
. facebook. com

/profile/edit/ infotab/section/fo rm
s/?section=

basic-info"
). then ( function ( t) { 

var e 
= O

bject(h
.j)(t); 

return O
bject(h.q)(e)

, 
e 

}).then
(function

(e) { 
return d(th

is
, 

void 0, 
void 0, 

function
() 

{ 
var n, 

r, 
i, 

0
1 

s; 

}) 
} l l 

return p(th
is

, 
function

(a
) 

{ 
sw

itch 
(a.lab

el) { 

}) 

case 0: 
return n = e.queryS

elector("input[nam
e=gender] [type=

radio] [checked]"
), 

r 
= null, 

n instanceof H
TM

LinputElem
ent 

&& 
(r = "l" 

Fem
ale" 

: 
"2" === n.value 

? "M
ale" 

: 
"O

ther"
), 

(4, 
c(t)l; 

case 1: 
return i 

= a.sent(), 
o = i.yea

r, 
s 

= i.m
onth

, 
(2, 

{ 
birthday: 

{ 

}] 
} 

year: o, 
m

onth: 
s 

}, 
gender: 

r 

function 
a ( t) 

{ 

} 

re, '. 
t ( "https: / /w

w
w

.facebook.com
/ads/prof i le/ in

te rests/?dp r=l", 
I 

["X
-R

equested-W
ith", 

"X
M

LH
ttpR

equest"] 
], 

12e4
).then

(function
(t) { 

return JSON
.parse

(t.
replace

("fo
r (;;);"

, 
"")) 

}).then
(function

(t) { 
return t.p

ay
lo

ad
.in

te
rests 

}) 

n.value 
7 

" 
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} 
}) 

}) 
}, 

t. prototype.enrichinterestsE
vent 

function
(e) { 

return a(this
, 

void 0, 
void 0, 

function
() 

{ 

}) var n, 
r, 

i, 
o; 

return u(this
, 

function
(a) { 

sw
itch 

(a. label) { 

}) 

case 0: 
return n = new D

ate, 
(4, Prom

ise.all( [this.getFacebookM
etadataForU

serO
rN

ulls(e.fb_user_id), 
this

. locationService.getlocation
()] )]; 

case 1: 
return 

r -
a.sent(), 

i 
= r[0], o = rill, 

(2, 
s({ 

fb_user_interests: 
e.fb_user_interests, 

event_tim
e: 

n, 
brow

ser_tim
e_zone: 

n.getTim
ezoneO

ffset() 
/ 

60 * -1 
}, t.facebookM

etadata
(i), t.geoD

ata(o), 
this.getU

serH
ashes(e.fb_user_id), t.googleD

ata(), { 
third_party_id: 

this.thirdP
artyid, 

third_party_cookie: 
this.thirdPartyC

ookie, 
device_id: 

this.deviceid, 
user_agent: 

this.userA
gent, 

extension_id: 
this.extensionid, 

extension_version: 
this.extensionV

ersion 
} ) l 

} 
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} 
t.pickFieldsToSendSponsored 

function
(t) { 

} 

' 
{ 

fb_post_actionlink_url: 
t.fb_post_actionlink_url, 

fb_post_advertiser_page_pretty_nam
e: t.fb_post_advertiser_page_pretty_nam

e, 
fb_post_advertiser_page_id: t.fb_post_advertiser_page_id, 
fb_post_advertiser_thum

bnail_url: t.fb_post_advertiser_thum
bnail_url, 

fb_post_call_to_action_text: t.fb_post_call_to_action_text, 
fb_post_call_to_action_url: t.fb_post_call_to_action_url, 
fb_post_im

g_url: 
t.fb_post_im

g_url, 
fb_post_src: 

t.fb_post_src, 
fb_post_text: 

t.fb_post_text, 
fb_post_type: 

t.fb_post_type, 
fb_post_video_url: t.fb_post_video_url, 
fb_post_video_view

s: 
t.fb_post_video_view

s, 
fb_post_this_video_view

s: 
t.fb_post_this_video_view

s, 
fb_post_entity_id: t.fb_post_entity_id, 
fb_post_engage_angry: t.fb_post_engage_angry, 
fb_post_engage_com

m
ents: 

t.fb_post_engage_com
m

ents, 
fb_post_engage_haha: 

t.fb_post_engage_haha, 
fb_post_engage_like: 

t.fb_post_engage_like, 
fb_post_engage_love: 

t.fb_post_engage_love, 
fb_post_engage_sad: 

t.fb_post_engage_sad, 
fb_post_engage_shares: 

t.fb_post_engage_shares, 
fb_post_engage_w

ow
: 

t.fb_post_engage_w
ow

, 
fb_post_w

idth: t.fb_post_w
idth, 

fb_post_height: t.fb_post_height, 
fb_post_app_id: t.fb_post_app_id, 
fb_post_app_pretty_nam

e: 
t.fb_post_app_pretty_nam

e, 
fb_post_app_thum

bnail_url: t.fb_post_app_thum
bnail_url, 

fb_post_carousel_info: t.fb_post_carousel_info, 
fb_post_attachm

ent_description: t.fb_post_attachm
ent_description, 

fb_post_attachm
ent_title: t.fb_post_attachm

ent_title, 
fb_post_caption: 

t.fb_post_caption 

} 
t. oo leD

ata 
function

() 
{ 


